FadE
' ] E
i=¥ie 7

/1Th

Pacific
Northwest

NATIONAL LABORATORY

‘,."UI
3
° "
[ InTormation
* ». 8
[rainin w4 Y ¥
g %
® > C ™ 9Td wx P!
-
d d ' }. 6 1
@ o UBZIniBD K Cx/ek
.. - ;
IT Technician a; . R s
@
-
A D2 d {8 : r Ph
Fw. "% jc "SOSEN )é”
U.S. DEPARTMENT OF £ 1m il ""]F'j,l'f, sw=t:8 h]?,
ENERGY BATTELLE - ¥ ]g; A
' m : lv T QSBRY 0o/ %¥LMGSE

PNNL is operated by Battelle for the U.S. Department of Energy

TMT k|

4 KE bx.H®
3 icaTT 8
n

T >uuh7C1 MTe1f1

ﬂbt&?ﬂb Oa"Wa i
Bm:WDhXno5~g!

RS L.
iv(C5h

I Zy

hO BTY

- b1 Tk )d

> C L _LUBE

= X c D X

{ JuUs CRY
Cod X 4

7ic™ > She ST
N ! K Y +

o
= ; Ca f
‘; ;l.'_.:t'-}.
: . “% EC
ago |l
| 67 I{kK.ﬂ ' :

W " (W 3igl ax voO “r
¥H- W #u =R AT
] 4 )

L

=
Dee&-
(] L
of
r'..1

i A -

'-r1
uv)
-‘I
i
x
|
m
rr
®
@

vB!(>w AR<Y

P
& » ?::nc]:h ..,F-. iy

! b { ] {4 LG
u [r= hEm' Q Mo B ‘i; .
w B Td:®-va

qe =9 Rx,' i " 0° A : gedq
m J Mn |-J U3 H ! J f L4 4y U usy [ &

b W 1 AA i

"<@l ]9 axh ®

0=80.(H #+2] bSu:- 28w ™\ ‘e

BC*N Q &
z<zlaayX.] R &

B tw"

t (R6jcy~%je €8 W t T

e mwE B oA e B



Novthwest Microsoft TEAMS

AAAAAAAAAAAAAAAAAA




ya.u I ey U

FadE d (% 40 B Y. iv(C5h
' ] EulcH - 1} 1 Tk )de
iYc7h~ ® > ca H L BE.
/1Th A\ = .qXc O X
o ) . { JuUs CR¢
H%m + 3 Gl %X 4
Ak 2 1 ™ ic™ > @We 7
ee q y I K f:“l“ —
bay  D? N Pza >
k:nihw N 3.‘| ,r‘
#o= G = ‘ f;’ f
; a a g U ] b

! 5 . : ] ﬂ% | ':
i v % h @ . - 4
e kK™ (0 D By

< W " (W 3igl ax voO “r
Y YH W g @ g i O i
b :dvs ny N . ﬂ (@9 @ @
3‘ Lp S B D ’ .‘ .
ﬁ e ?;-‘{.‘I‘ a U 3 ]
(] op h 1 DV FIWOLT 7 _WcmS '-.‘H;"
T (=% RE g ’ 5 .‘
ufl 1 " <SUPUYGAIF Q..J [
f K ' #8 &ks * @O RA
: 0 ® & ® 4 Br-* ﬁ QeVr :7 7D@V1N
e | ® @ = i lE @ h@5 gl x
i & . : N e 2 0.) Kx | 7y F3l i:-q
J‘ 1 % ' 250 - ) yE g d; #OoAK ¥
'F. G D .. "._l ‘
0 ? C ™ 9Td wx Pl ~1XM~g )1 = B! gl ° o ¢
p © o 3 s L3P 1O c®, P T
N E w ® ) -u. L
a a 4* WG | T 1 E"B™ 3A YoZF S E ®
R:g D iy UvAgl8 @ =
B & @ o UBZIniBD K CX/ekvB! (>w AR<N7 (pkste @

S | ' m' ; lv T QemRNMESSD /SXLMGSEC*N Q ®
g M k[ ﬂbcﬁﬂ Oa"W& i z<zl@ayX.] R %
5 i5§)P2=1<FO0kQ /068 ; KE bx.H® 0 B:WDhXo5~g! '"I[}w”
a <CGI 8 t (R6jcy~%je €8 W t 3
| 1 D v >uu-’+7C1 M TE1Ff] iV mwiecs]' WG & ! i £if



o

Novthwest One Password - Microsoft Office 365

NATIONAL LABORATORY

Network Password: One Log In

= I i

Office 365 X 2
A G ii@W
W B L

Read/Send Email from Outlook
Email address in listed in your Outlook App

 PowerPoint
* Outlook

* Excel
 Word

* OneNote

You're already logged in!
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Pacific Password Security

NATIONAL LABORATORY

Complexity Requirements

1. Must contain 1 of each: v'Connect to VPN

* uppercase letter, lowercase letter, number, and symbol
Eight or more characters . i
First character can not be a number \/Meet CompleXIty Requn'ements
No character repeated more than half the length
Does not contain your name or part of your PNNL username

Last change occurred more than 24 hours ago \/Change by Frlday thIS Week

OOk WN

*Even though it might fit the complexity requirements, some common
words are blocked from use: password, logmein, qwerty, P@$$word
or Qw3rt7 and similar as well as locations or PNNL related wording
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4. Enteryourcurrentpassword and then a new password

(SN ] Enterprise Connect

1. Log in with your OneKey
2. Clickthe Enterprise connecticon Old Password: ||
3. ClickChange Password.. i

Verify:

Change Password Cancel

[l $¢ = soxea Thu1037AM L Q @ =
[ - .

General Shares  Statistics

" Mount my network home directory

MacOS — connect to VPN ==

Open Enterprise Connect...
Change password...

About Enterprise Connect

Quit

5. Click OK to confirm

Click Sign-in options

Log in with your O neKey

1. Press Ctrl-Alt-Del Connect a smart card

3 Enter your current (Old) password and then a new password
2. ClickChange a Password

PNL\NetworkID

Sign-in options

Cancel

Task Manager

Click on the key icon

% Click the Arrow button to confirm
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Pacific O ne Key

Northwest

NATIONAL LABORATORY

= 2 Factor Authentication
* Provides Government Grade Encryption

= DOE requirements for enhanced security
mandates

= Flexible — work, home, travel

" You get 2
v"One stays in your laptop

v The other one is a backup

« They only work if they are registered

» Specific instructions to register are sent with the
OneKeys

» Log In first required
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Northwest OneKey Registration with IT Technician

NATIONAL LABORATORY

Original
Camera On No Blur Background |dentification Documents

APPLY

CaliforniaV® DRIVERLICENSE [t CaliforniaVs* DRIVER LICENSE

oL AD123456 CLASS C

xp DD/MM/YYY END NONE

nDOE

fNJOHN

123 SAMPLE STREEY

SACRAMENTO, CA 01234 H

51 DOB DD/MMIYYYY T

1 RSTRNONE o/
[

oL AD123456 CLASSC
exp DD/MM/YYY END
wn DOE

fNJANE
123 SAMPLE STREEY
SACRAMENTO, CA 01234

SEXM  HAIR BRO EYES BLU
HGT 5°06" WGT1701b  ISS
DD 12345 23456  DD/MM/YYYY

SEXF HAIR BRO EYEs

HGY 5706 WGT 1701 Iss
DD 1234567890123456 oon
‘ INTERNATIONAL PASSPORT
F:ggz:g:} TYPE EQNE- QFA HHHHHHHHHH e
L LD
DR
= =) JoA
= WORLDAIDE CITIZEN o, SE00000_ -
B MONTH Ty o4 2yt

aaaaaaaaaaaa JO;}RDO@ JM Doe
<CPO>[<CTOHNCKDOESPPPPP3D>0535555555555555555> R

01234567890AAA987654321BBBLLLLLLLLLLLLLLLLLK00 N — . I ——

Your Name - Remotebnekey Setup
(2 pieces of ID Required for ID Proofing)
Teams
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e st You’re in control

NATIONAL LABORATORY

You can control Jose OneKey machine’'s screen

Log In
= We're going to give you remote control

of our laptop to enter private information
Please enter the Network |ID and password

_ Your Network ID you normally use to log in to the PNNL network.

PHMNL Network 1D
- Your Network Password e —

- You enter a OneKey PIN Password: @ Whal is this?

= Don't tell us your PIN
« Go Back




Pacific 6 Digit Confidential PIN

Northwest

NATIONAL LABORATORY

Choose a 6 digit numerical OneKey PIN

= Never expires!
OneKey PIN

OneKey PIN Requirements ‘ | l m Use to |ogin

Must be 6 digits, using numbers only.

Cannot be all the same digit (ex. 111111). Confirm OneKey PIN

= No more Help! | need to use

) Cannot be all sequential digits (ex. 123456 my password...
or 765432).
OneKey PIN Security = NEVER share your PIN with
Guidance Under no circumstances will anyone ask you anyone

» The PIN should not include part of a Social e your Grinkiey-FIN insltiaing Cislg:esls

Security Number or phone number. _ | understand and agree to never share my
OneKey PIN with anyone.

- Not even with the TechDesk

» The PIN should not be individually identifiable
in nature or otherwise easily guessed.

Create OneKey PIN

Just a simple, six-digit PIN for everything—one that you
never have to change.




Pacific Preparation & Receiving

Northwest

NATIONAL LABORATORY

v" Verify address with Technician
= Bargaining Unit — TechDesk Appointment

v' FedEx shipment within 1 week of Registration
Meeting

v Use your log in instructions until you get the
OneKeys and register

v" Instructions to register the OneKeys
v' 2 OneKeys in package

Setup both OneKeys right away
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Pacific Connecting to Cisco AnyConnect

NATIONAL LABORATORY

& Cisco AnyConnect Secure Mobility Client = X

— Ready to connect.

- | PNNL- rsal

& ven
Connected to PNNL.

PNNL Disconnect

00:42:07 (9 Hours 17 Minutes Remaining) IPv4

1o MO, -

Network ID: Username

No code needed Passcode: AnyConnect Passcode




Pacific Connecting to Cisco AnyConnect

NATIONAL LABORATORY

Office 2016

HO0G*2PAG00AMM"

3D Viewer

0
Access Outlook

- Adobe Acrobat 2017 8 Cisco AnyConnect Secure Mobility Client = X
] ad ey pA M 4
obe Acrobat Distiller 2017
S w
AL

0 Alarms & Clock PowerPoint OneNote
Ready to connect.

PMML

B

|-. Bang & Olufsen Audic Control Panel
c @. X @.

l PNNL- rsal Connect

PNML Systent PMNNL App
: s ; aludn
Galouletor Manager | Time Billing Store | O @ —

)" Camera

= 4
- Cisco A

Cisco

i AnmyConnect...
Cortana

Network ID: Username
Passcode: AnyConnect Passcode

E
- Entrust Entelligence

) ¢ Excel
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Pacific

Northwest VPN Passcode Changes

2468

Temporary PIN 2468 + Random Characters
&#$!x3b

6 Digit PIN
&#$!Ix3b

New PIN + Random Characters

PIN Only — no random characters 6 Digit PIN
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Pacific Bookmarks
Northwggi;
MyLinks
 myHR | B scourt B Life@PNNL B Leaming & Dev MyLinks TechDesk Online

Screen Connect
Remote Access for Tech Assistance — I
Connected
Time Billing

Access is delayed while your profile loads Map Information Tool

-W -_— '
ednesday Meeting Finder/Conference Room Scheduling

HUB
Printers
myShares
Assets
myBenefits
Cloud Access to Microsoft Office as backup «~—— Mool Ollics 365

ICAM

SBocBOOHET+DBLD

Conflicts of Interest
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Northwest

NATIONAL LABORATORY

Full Time Staff - Assigned IT Coach

IT Coach has been assigned to you

Personal IT mentor for your first two weeks

Call the TD if you need assistance and can’t get ahold of your mentor

Check your Outlook calendar to see when your virtual meeting is

IT Onboarding Coach
Your Name - Teams Meeting
*PNNL TechDesk OnBoarding

18
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Pacific connected.pnl.gov/mobile

Northwest

NATIONAL LABORATORY

Accessing your work email and calendar, updating your timecard, and finding
someone's office location are now as simple as a swipe and a tap of your
finger. Benefits of using the Connected Mobile apps include increased
flexibility, convenience, and improvements in efficiency and productivity.

Connected Mobile

Accessing your work email and calendar, updating your timecard, and
finding someone’s office location are now as simple as a swipe and a tap
of your finger. Collaborate. Save time. Increase Productivity. Be happy
with Connected on your mobile devices.

Download Now!

Enroll Your Mobile Device

You can enroll any personal or PNNL-owned mobile device running
108 10.x or higher software (which includes most iPhaone & iPad
models) or Android 5.x or higher software (which includes most
Motorola, HTC, Samsung, and LG smartphones & tablets).

Enroll your device now!

19
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Pacific TechDesk Contact Information

NATIONAL LABORATORY

/§_ VPN Needed for TD Online
Y Z

S~

G Outlook available without VPN

\\\ Call us from any phone




Pacific TechDesk Online: techdesk.pnnl.gov
Northwest

NATIONAL LABORATORY

TECHDESK ONLINE How can  helpyou?

+ All systems are operational ~
-_—— e .

Hi, Liliana, how can we best help you? E——

e Search Avaitable How
Email 12 Day Response

Q Live Chat Available 7:30am - 4:30pm, M-F

oA (509) 3756789 avaia

We found the following items relating to your inguiry

- X
PNNL TechDesk Chat

Key Words: Cyber Security

We're here to help

Can | install software on my computer?

Updated: Sep. 3, 2019

SYSTEM_MESSAGE

Thank you for contacting the TechDesk.

Issue
- ) SYSTEM_MESSAGE 2:34 PM
s (an | install software on my PNNL computer? bl
. All network resources are currently available.
Resolution
1. Yes, as long as management is aware and ap:’o-\-'els :fn;e '_ y. Also, consider the -.: InlJ'.'-.-'rg: . o . SYSTEM_MESSAGE e
1. The Managed Software Program offers a wide variety of tools through a subscription-based service; check out the offerings to see if ong of them 7 7
2. Read the license agreement before you install software. Not all open source software can be included/used by PNNL or PNNLS sponsors Please stand by, a technician will be with you
3. It must adhere to the appropriate use of computers and eguipment policy Management shortly. While you wait, you can click the
4. Every PNNL staff member is responsible to safeguard their computer from physical theft as well as virtual harm (e.q., malware, virus, data theft) g Android device in Connacted Mobile Answers tab to search for your solution or tell us
5. If downloading software from the Internet, obtain it from a reputable site PR A e T how we can help. Our agent will see what you

. Reputable sites include websites of major manufacturers as well as websites/tools recommended by colleagues or verified third parties (e.q., a top-tier news or

technology review website)

type when they join

f the use of a software application causes a security vulnerability, the staff member is responsible for corrective actions as required by UCS and any associzted costs. UCS has the
authority to block websites or remove any type of software or applications from PNNL-managed systems and workstations that are deemed to be a security risk.

Hi, | need help changing my network passy ford| H ’[‘ }
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—
TechDesk
|

Want to see us in person?

Due to COVID-19, TechDesk Is availzble by
appointment only for in-person assistance.

Schedule an Appointment

Onsite Help at TechDesk

Schedule

Appointment

TECHDESK SCHEDULE

B!

2
Desk
10:30;
11:00;
1582 SL
k | TechDesk )TechDesk

12:00pm 0)

11-30am —
12:00pm

12-00 12-00 0] 00p! I 12:00pm — 0pm
1SB2 TechDesk (0/1) ISB2 TechDesk (0/1)

12:30pm — 1:00pm
ISB2 TechDesk (0/1)

TechDesk ) TechDesk | TechDe:

1:00pm —
1:30pm
EMSL

sk ]| TechDesk
1:30pm -
2:00pm
EMSL

Pick Up Badge

Access
Control Office

Steps to take for your first time onsite:

« Schedule an available appointment that
fits your schedule

* Retrieving your badge on campus
. You only need to do this once

. Your priority training courses need to be complete
to do this

« Use the map information tool to arrive at

the correct building at the reserved time
. Social Distancing — limited space
. Call Admin or TD for help if you get lost on campus
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Northwest

NATIONAL LABORATORY

Status
App Store
File Sync
Updates
Actions

Help

Security Updates and Operating System Upgrades

Updates
System Updates

N You'reupto date
U Last checked Today, 3:03 P

Check for updates I

Schedule

- Pilot Gives you the latest updates that we are preparing for the Lab. If you'd like to help us test our updates, this is the
schedule for you. Some features may not behave as expected, but we will fix them as soon as possible.

m=- Early Adopter  Get the most current updates that we have completed testing on. If you don't want to wait but don't want to worry
about things not working and have a standard configuration, this is the schedule for you.

- Standard Get the updates that everyone else at the Lab is getting. If you want everything to just work, this is the best
schedule for you.

Get updates as late as possible without compromising security. If you have a non-standard configuration or require
additional testing before things change, this is the schedule for you.

v'Install Updates
v Reboot Computer

Q
Automatically: 014
Check for updates ' PM

Download new updates when available
Install macOS updates
Install app updates from the App Store

Install system data files and security updates

[ OK |

Advanced... ?

Software Update

L

v' Security Updates
v PNNL Image Operating System

macOS Catalina macOS Big Sur ~ macOS Monterey

Do not update the OS to Big Sur or Monterey to avoid your machine being out of service

23
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Pacific How to Start your Training

Northwest

NATIONAL LABORATORY

@ Labweb Hame x o+
i e 0 B labweb.prlgoy/Pages/Home azp T ] - L
#oapps ) mm B scoum B Ee@PNNL @ Linkedin Learming MyLinks

» Employee Self Service

Personal Informaticn Payroll Infermation ePerformance
COURSE LAUNCH ﬁ il
Course Name: |T Privileged User
Please do not close this dialog until you have completed your training.
|

Closing this dialog before completing your training will cause you to not
receive credit for completing your training.

@ NEVER Click Close

Benefits Internal Job Postings Imterested Party

| 0 Penading Respanses

. My Interview Evaluations Onboarding Activities

MY TRAINING NS
ﬁ EUAHE AT - m 3 Steps Remaining

e Gutierrez,Alejandro
My Training Coordinator

Huerta Liliana C i Completed  SelfEnroll  Help  Catalog

0 Panding Evaluatans

View All First 10f 1 Last Training Time Billing

Course Code Course Status Due Date
Click to Launch your Training Course: @
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Northwest Priority Courses

NATIONAL LABORATORY

| J

PNNL New Hire Orientation — You are here
914 - Annual Security Briefing

2928 - Enhanced Safety Measures

Time Billing

 PNNL Refresher Training - You are here

« 2939 - Annual Security Briefing Refresher
« 2928 - Enhanced Safety Measures

« Time Billing

*Do these first, finish the rest by the due date

JAN

IMPORTANT

Missing Training?
new.hires@pnnl.gov

Trouble Loading/Audio
Contact TechDesk


mailto:new.hires@pnnl.gov

Rachic Who to Contact - Your Guide

NATIONAL LABORATORY

[ HR - new.hires@pnnl.gov \

Missing Training
Disclosure Forms
Benefits

Payroll

MyHR

New Hire Checklist

ﬁ TECHDESK - Phone/IM/Email/techdesk.pnnl.gov {

Training Site
Application Support
Computer Support
Password Reset
Entrust Enroliment
Log In Assistance
Software/Hardware

Meetings
Time Billing
Charge Codes
Work Package
Org Charts
Tasks
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TEAMS Testing — GIF WAR

HAPPY
MONDAY

- VAR i lm .‘

Powered By Giphy \

7 Z '_' u | e

VOTE NOW




O Start Your Training Courses now
Q If you have errors while on this call
O Ask for help
O If this call is over — contact TechDesk
O Phone
a M
O Email
O Change Your Password this week
L OneKey Registration Meeting
O Register your OneKeys as soon as you receive them
U Restart your computer regularly
O Keep your computer updated

° If everything is working for you, you may exit orientation and start your training

T v T "EiR\ a0 /%LMGSBC*N

MT |( SC B 0Oa"Wa i%2
5 t l E a .ﬁ. 3 W H h ::':: _'_':: o ." ! X
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