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YES

NO

2



3

Network Password
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One Password - Microsoft Office 365

Read/Send Email from Outlook
Email address in listed in your Outlook App

• PowerPoint

• Outlook

• Excel

• Word

• OneNote

You’re already logged in!

Network Password: One Log In



Password Security

Connect to VPN

Meet Complexity Requirements

Change by Friday this week

Complexity Requirements

*Even though it might fit the complexity requirements, some common 
words are blocked from use: password, logmein, qwerty, P@$$word 
or Qw3rt7 and similar as well as locations or PNNL related wording

1. Must contain 1 of each: 
• uppercase letter, lowercase letter, number, and symbol

2. Eight or more characters
3. First character can not be a number
4. No character repeated more than half the length
5. Does not contain your name or part of your PNNL username
6. Last change occurred more than 24 hours ago
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MacOS – connect to VPN

Windows – connect to VPN
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OneKey
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OneKey

 2 Factor Authentication
 Provides Government Grade Encryption
 DOE requirements for enhanced security 

mandates
 Flexible – work, home, travel

 You get 2
One stays in your laptop
The other one is a backup

• They only work if they are registered
 Specific instructions to register are sent with the 

OneKeys
 Log In first required
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OneKey Registration with IT Technician

Camera On No Blur Background
Original

Identification Documents
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▪ We’re going to give you remote control 
of our laptop to enter private information

– Your Network ID

– Your Network Password

– You enter a OneKey PIN
▪ Don’t tell us your PIN

You’re in control
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6 Digit Confidential PIN

▪ Never expires!

▪ Use to login

▪ No more Help! I need to use 
my password...

▪ NEVER share your PIN with 
anyone
– Not even with the TechDesk
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Preparation & Receiving

 Verify address with Technician
 Bargaining Unit – TechDesk Appointment

 FedEx shipment within 1 week of Registration 
Meeting

 Use your log in instructions until you get the 
OneKeys and register

 Instructions to register the OneKeys
 2 OneKeys in package

Envelope Contents

Setup both OneKeys right away
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PNNL Network Access
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Connecting to Cisco AnyConnect

No code needed Network ID: Username 
Passcode:   AnyConnect Passcode
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Connecting to Cisco AnyConnect

No code needed Network ID: Username 
Passcode:   AnyConnect Passcode
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2468
&#$!lx3b

6 Digit PIN 
&#$!lx3b

6 Digit PIN

Temporary PIN 2468 + Random Characters

New PIN + Random Characters

PIN Only – no random characters

VPN Passcode Changes
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Bookmarks

Access is delayed while your profile loads
- Wednesday

Remote Access for Tech Assistance

Cloud Access to Microsoft Office as backup
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Full Time Staff - Assigned IT Coach

Check your Outlook calendar to see when your virtual meeting is

Personal IT mentor for your first two weeks

IT Coach has been assigned to you

Call the TD if you need assistance and can’t get ahold of your mentor
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connected.pnl.gov/mobile
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TechDesk Contact Information

techdesk@pnnl.gov

509-375-6789

VPN Needed for TD Online

Outlook available without VPN

Call us from any phone
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TechDesk Online: techdesk.pnnl.gov
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Onsite Help at TechDesk

Steps to take for your first time onsite:

• Schedule an available appointment that 
fits your schedule

• Retrieving your badge on campus
• You only need to do this once
• Your priority training courses need to be complete 

to do this

• Use the map information tool to arrive at 
the correct building at the reserved time 
• Social Distancing – limited space
• Call Admin or TD for help if you get lost on campus
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Security Updates and Operating System Upgrades

macOS MontereymacOS Big SurmacOS Catalina

 Security Updates
 PNNL Image Operating System

Do not update the OS to Big Sur or Monterey to avoid your machine being out of service

 Install Updates
 Reboot Computer 
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Training
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NEVER Click Close

Click to Launch your Training Course:

How to Start your Training 
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Priority Courses

• PNNL New Hire Orientation – You are here
• 914 - Annual Security Briefing
• 2928 - Enhanced Safety Measures
• Time Billing

New Hire

• PNNL Refresher Training - You are here
• 2939 - Annual Security Briefing Refresher
• 2928 - Enhanced Safety Measures
• Time Billing

Returning

*Do these first, finish the rest by the due date

Missing Training? 
new.hires@pnnl.gov

Trouble Loading/Audio?
Contact TechDesk

mailto:new.hires@pnnl.gov
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Who to Contact - Your Guide

Missing Training
Disclosure Forms
Benefits
Payroll
MyHR
New Hire Checklist

HR - new.hires@pnnl.gov

Training Site
Application Support
Computer Support
Password Reset
Entrust Enrollment
Log In Assistance
Software/Hardware

TECHDESK - Phone/IM/Email/techdesk.pnnl.gov

Meetings
Time Billing
Charge Codes
Work Package
Org Charts
Tasks

ADMIN - group/project
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TEAMS Testing – GIF WAR
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If everything is working for you, you may exit orientation and start your training

 Start Your Training Courses now
 If you have errors while on this call

 Ask for help
 If this call is over – contact TechDesk 

 Phone
 IM
 Email

 Change Your Password this week
 OneKey Registration Meeting
 Register your OneKeys as soon as you receive them
 Restart your computer regularly
 Keep your computer updated
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